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ATM DISPENSER FRAUD

ATM Dispenser Fraud occurs when cybercriminals manipulate ATM
machines to wrongly dispense cash or capture card details.

This can happen through hardware tampering. Victims often lose
money directly from their accounts without any card misuse.

What To Look Out For When Using ATMs
Keypad Overlay Hidden Camera

@ A Reypad overlay, is use to capture @ Aconcealedcamera, often concealed
customer PINS by storing keystrokes above the ATM screen or near a light
in the phony Keypad's circuitry. fixture, is used to record customers PIN.

@ Inspect the ATM Heypad for loose ® CchecHl the ATM screen before use.
Keypad or irregular shape Keypadi.

Cash trapping

@ Hidden-trap theft: Criminails fit a device in an ATM cash
slot to catch dispensed notes so you receive nothing.

@ ChecH for loose/odd parts, repeated “no cash
dispensed” errors or delayed card return.

“One Wrong Tap Can Empty Your Account — Use ATMs Wisely!”

Use your hand to cover the view when
entering your PIN to take out cash

!y
Always checH the ATM for any suspicious

activity before making a transaction

Quick Tips If you notice that any parts of
the ATM appear unusual, do not use it
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