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Ref: SD: 416/417/11/12:2025-26 December 29, 2025
The Vice President The Vice President
BSE Limited Listing Department
Phiroze Jeejeebhoy Towers National Stock Exchange of India Ltd
Dalal Street Exchange Plaza
Mumbai - 400 001 Bandra-Kurla Complex, Bandra [E]
Mumbai - 400051
Scrip Code: 532483 Scrip Code: CANBK

Subject: Compliance Certificates and Reports on Securities Exchange Board of India-
Cybersecurity and Cyber Resilience Framework (SEBI-CSCRF).

Dear Sir/Madam,
In terms of SEBI Circular No. SEBI/HO/ ITD-1/ITD CSC EXT/P/CIR/2024/113 dated August
20, 2024, please find enclosed herewith Certificates of Compliance and Reports on Securities

Exchange Board of India - Cybersecurity and Cyber Resilience Framework (SEBI-CSCREF).

This is for your information and records.

Yours faithfully,

Santosh Kumar Barik

Company Secretary
Ty Pt Head Office F +91 80 22248831
112, & Ui A, ST - 560002 112 J C Road, Bengaluru - 560002 T +91 8022100250

E-Mail - hosecretarial@canarabank.com www.canarabank.com
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Annexure-A : VAPT Report

Name of the Organization: Canara Bank
Entity Type: Bank
Entity Category: Qualified Regulated Entity (Qualified RE).

Rationale for the Category: Canara Bank is registered under multiple licenses with
SEBI and their classifications as per SEBI CSCRF are as Depository Participant {DP)-
Qualified RE, Merchant Banker and Proprietary Stock Broker- small size RE and
Bankers to an Issue {BT!) and Self-Certified Syndicate Banks {SCSBs).

As per SEBI CSCRF guidelines, where a Regulated Entity falls under multiple
classifications, the compliance requirements applicable to the highest classification
shall prevail. Since the Bank holds Depository Participant (DP) registration, which falls
under the Qualified Regulated Entity (Qualified RE) classification, Canara Bank is
accordingly classified under Qualified RE.

Period of Audit: 01.10.2025 - 17.11.2025.

Name of the Auditing Organization: M/s AKS IT Services Pvt. Ltd.

Date on which Cyber Audit Report presented to IS Committee: 17.11.2025
Authorized signatory declaration:

| hereby confirm that the information provided herein is verified by me and | shall
take the responsibility and ownership of this VAPT report.

Sig%é‘

Name of the signatory: K Satyanarayana Raju
Designation: MD-CEO

Company stamp:

Annexures:

1. Minutes of the Meeting (Mo nformation Security Committee dated 17.11.2025
in which the cyber audit report was approved.

2. VAPT report as submitted by the auditor.
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Annexure-B: CSCRF Cyber Audit Report

Name of the Organisation: Canara Bank
Entity Type: Bank
Entity Category: Qualified Regulated Entity {Qualified RE}.

Rationale for the Category: Canara Bank is registered under multiple licenses with
SEBI and their classifications as per SEBI CSCRF are as Depository Participant (DP)-
Qualified RE, Merchant Banker and Proprietary Stock Broker- small size RE and
Bankers to an Issue (BTl) and Self-Certified Syndicate Banks (SCSBs).

As per SEBI CSCRF guidelines, where a Regulated Entity falls under multiple
classifications, the compliance requirements applicable to the highest classification
shall prevail. Since the Bank holds Depository Participant (DP) registration, which
falls under the Qualified Regulated Entity (Qualified RE} classification, Canara Bank
is accordingly classified under Qualified RE.

Period of Audit: 08" - 12t September 2025.
Name of the Auditing Organisation: M/s Control Case International Private Limited.
Date on which Cyber Audit Report presented to IS Committee: 17.11.2025.

Authorised signatory declaration:

I hereby confirm that the information provided herein is verified by me and | shall
take the responsibility and ownership of this cyber audit report.

Further, this is to certify that:

a. Comprehensive measures and processes including suitable incentive /
disincentive structures have been put in place for identification / detection and
closure of vulnerabilities in the organization’s IT systems.

b. Adequate resources have been hired for staffing our Security Operations Centre
(50C).

c. There is compliance by us with CSCRF.

Signat%

Name of the signatory: K Satyanarayana Raju
Designation: MD-CEQ

Company stamp:

Annexures:

NGNS Sformation Security Committee dated 17.11.2025
in which the cyber audit report-was approved.
2. Cyber audit report as submitted by the auditor.
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CANARA BANK

SEBI-Cyber Security and Cyber Resilience Framework

SEBI/HO/ ITD-1/ITD_CSC_EXT/P/CIR/2024/113 dated August 20, 2024,
SEBI/HO/ ITD-1/ITD_CSC_EXT/P/CIR/2025/119 dated, 28" August 2025

SEBI-CSCRF Document| Hﬁsi!giation - Confidential Page 1



Staten t of Canfidentigfit--

This Confidential information is being provided to CANARA BANK as a deliverable of this assessment engagement. The sole purpose of this
document is to provide you with the results of this engagement. Each recipient agrees that, before reading this document, it shall not
distribute or use the information contained herein and any other information regarding ControlCase LLC for any purpose other than those

stated.

SEBI-CSCRF Documentlﬁf"”"gqation - Confidentiai Page 2
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1 Executive Summary

1.1 Introduction

ControlCase is a global provider of technology-driven compliance and security solutions. ControlCase is committed to partnering with clients
to develop strategic information security and compliance programs that are simplified, cost-effective, and comprehensive in both on-premises
and cloud environments. ControlCase provides the best experts, customer experience, and technology for regulations including PCl DSS,
GDPR, SOC2, HIPAA, ISO 27001/2, CCPA, SWIFT, Microsoft SSPA, CSA STAR, SCA, PA DSS, PCI P2PE, PCI PIN, PCI 3DS, PCI Secure software, PCI
Secure SLC.

ControlCase International Pvt. Ltd. is recognized as a CERT-In-empaneled IT Security Auditing Organization. ControlCase operates as a CERT-
In-empanelled consulting and auditing organization, boasting CISA-certified auditors. The company has served over 100 clients in India,
assisting them in adhering to RBI and CERT-In regulations such as DL-PSS, PAPG, BBPS, PPI, DPSC, CSF, Tokenization, and Data Privacy.

Moreover, ControiCase holds the designation of a QSA organization by PCI SSC, offering certification services for ISO/IEC 27001 and 27701
through the NABCB and RvA Accreditation body. With a client base exceeding 1000 across the US, CEMEA, Europe, and APAC regions, including
over SO banks, ControlCase has certified numerous banks and service providers.

This report pertains to the evaluation conducted on CANARA BANK from 8t September 2025 to 12t September 2025. CANARA BANK
contracted ControlCase International Pvt. Ltd. to conduct a system audit as per SEBI following guidelines.

SEBI Circular:

= SEBI/HO/ ITD-1/ITD_CSC_EXT/P/CIR/2024/113 dated, 20" August 2024

= SEBI/HO/ ITD-1/ITD_CSC_EXT/P/CIR/2025/119 dated, 28 August 2025

SEBI-CSCRF Documenqﬁmgqation - Confidentiai Page 4
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Assessment

Date: November 2025
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June 2025_Capacity Management Note .pdf
Policy for Server Threshold Setthngs. pdf
Network Architecturs Dingram

SOC Monthly Status Report_lody 2025.pdf {includes Alert Neme, Count,
Sevarity, Root Cause, and Action Taken)
»  SOC STBI CSCRF Artefacts.pdf

PR. IP: Information Protection
Processes and Procedures:
Security policies (that address
purpose, 5C0pE, roles,
responsibiities, EEMent
commitrnent, and  roordination
! among  organizational entities),
procasses, 3nd grotedures ane
mamtained and used to manage
protection of information systerns
and assets,
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iThe assessor during the assessment interviewed the Cana , el
reviewed documents, and examined evidences supporting the Bank's
information protection policies, p and pr . It was confirmed|
fthat the Bank maintains and impl. ts defined security palicing covering reles,
ponsibilitias, and germent t towards protecting informat|
kystams and assets. The revlew a'so verifled implementation through VAPT]
reports, patch complianee records, source code audits, and Incident simufation
EXErCises,

However, It was observed that no Web Application Penstration Testing (WAPT)
has been performed for the DP Secure application. Upon further discussion withy
Canara Bank perscnnel, it was noted that the Bank pans to decommission
|discard) the DP Secure application by the end of November 2025,

Doc Evidengas Revi i}

L

156_V7.5_FY 25-26.pdf

ASBA VAPT 2nd Repart.pdf

BCM5 Framework_2025-26. pdf

Cyber Crisls Management Plan_V2.5_FY 25-26.pdf

BCMS Framework — Domestic_2025-26.pdf

150 Certifeate, pdf [Dared 2 May 2025)

A DRILL Report_Aug 26, 2025.pdf

Win O5 Patch Compliance Report_DP Secure_Aug 2025.ndf

RHEL OS Patch Compliance Report_DP Sqcure_Aug 2025.pdf

©5 Patch Compliance Report_ASEA_Aug 2025.pdf

ASBA Source Code Audit,pdf

P Secure Source Code Auditpdf {Dated 15 Mar 2025)

VAPT Reports by AKS dated 29th Qctobar 2024 for CITOS and Kendor+
Canara  Bank_ASEA_Weh Applicotion_Pentest_Report_wli_07  May
2025.pdf

BlInding Processes for DF Secure and ASBA - Done

Monthly Parformance Note_uly 2025 pdf

Web Application Flrewzll Simulation Evidence

ASBA Server VAPT Ciosed Report [Load Balancer IPs are excluded)
VA_CMSC Mumbai_16 Jan 2025

Wab Application Seurity Audit Report_CITOS_30 Aug 2025

Web Application Security Audit Report_ASBA SAS Application_31 Aug
2005, pdf

Web Application Security Audit Report_FOC_30 Aug 2015
¢ Cyber Securhty Audit Aeport Trated 27 Jun 2025
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Con

ControlCase has determined that CANARA BANK is Compliant swith the SE2t Circular SEBI/HOS TD-1/TD_CSC_EXT/PICIR/2024/113 dated 20" August
2024 and SEBIFHOS ITD-1/1TD_CSC_EXT/P/OR/2025 /119 dated, 26% August 2025
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Cyber Security Wing, Head Office, Bangalore
Minutes of Meeting (MOM) of Information Security Committee held on 17.11.2025
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Annexure-N : Functional Efficacy of SOC

Name of the Organisation: Canara Bank
Entity Type: Bank
Entity Category: Qualified Regulated Entity (Qualified RE)

Rationale for the Category: Canara Bank is registered under multiple licenses with
SEBI and their classifications as per SEBI CSCRF are as Depository Participant (DP) -
Qualified RE, Merchant Banker and Proprietary Stock Broker - small size RE and
Bankers to an Issue (BT!) and Self-Certified Syndicate Banks (SCSBs).

As per SEBI CSCRF guidelines, where a Regulated Entity falls under multiple
classifications, the compliance requirements applicable to the highest classification
shall prevail. Since the Bank holds Depository Participant (DP) registration, which
falls under the Qualified Regulated Entity (Qualified RE) classification, Canara Bank
is accordingly classified under Qualified RE.

Period of Audit: 8% - 12" September 2025.
Authorised signatory declaration:

I hereby confirm that the report of functional efficacy of SOC has been verified by
me and | shall take the responsibility and ownership of the report.

s
Name of the signatory: K Satyanarayana Raju
Designation: MD-CEO

Company stamp:

Annexures:

Report of Functional efficacy of SOC.
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