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BEWARE OF FARE SOCIAL MEDIA BANK PAGES

Scammers create fake social media handles
impersonating as genuine Bank Channels and (@
post attractive social advertisements offering
loans, reward points, free credit card, pension
cards, or exclusive benefits. The goal is to steal
your personal information, financial details or
money by various social engineering techniques.
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A fake social media page/channel impersonates a trusted bank.
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Irresistible Offer

Posts advertise loans, pension cards, rewards, or cashback etc. k

Data Collection

Victims are asked to enter personal, banking, or OTP details.

HOW TO STAY SAFE

Verify
Before Trust
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Protect Your
Credentials

Avoid Unknown Use Official
Links Apps

Check the bank's
official website,

app & social
media handles.

Never share OTP,
PIN, password or
CVV.

Ignore links on Apply all your

social media posts requirements only

or messages. through official
bank channels.
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