Dos:

Always access our Net Banking with our Canara Bank Website www.canarabank.com and make sure
URL address begins with ‘https:// ‘.

Use the Virtual Keyboard instead of physical keyboard to prevent key-logger compromises.

If your Bank registered mobile number SIM goes out of network for more than 30 minutes, kindly
contact our Call Centre no 1800 425 0018 for blocking the transaction of your account by way of
reporting “Unauthorised Transaction” to safeguard your hard earned money. Always have a strong
password and cultivate a habit of changing password frequently. Keep your PC/ Device/ Mobile
handset protected with latest an-virus protection software to avoid malware/phishing attack.

Don'ts:
Don’t open any links in mails sent from untrusted source.

Canara Bank will never call or send any e-mail/SMS asking for your personal details like Account
Details, Password or OTP. Don’t share your Net Banking credentials to anyone.

Don’t keep your PC/device unattended after login to Net Banking. Always Logout completely.
Don’t store your password in a file or any device without encryption.

Don’t allow the computer/browser to remember your password. Avoid using cyber cafes and public
Wi-Fi/hotspot for Net Banking login.



