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Together We Can

Be aware of FAKE Al APPS

LOOK REAL | ACT FAKE | STEAL DATA

Cyber criminals create fake Al apps that mimic trusted tools and promise advanced
features to trick users into downloading them. These apps may steal personal
information, capture login credentials, request excessive permissions or install
malware.

Common Tactics Used by Scammers
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Malware Distribution

Disguised apps containing
Trojans, adware, or
spyware that steal
browser cookies, login
credentials, and

cryptocurrency wallets.
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Fleeceware

Fleeceware is a type of
malware mobile
application that come with
hidden, excessive
subscription fees and keep
charging long even after
deleted the application

Malicious Ads Links

Malicious sponsored
links on social media and
search engines leading
to third-party lookalike

download sites.
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SMART CHOICES. SAFER TOMORROWS. W

STAY ) PpPROTECT
ShW  AWARE n YOURSELF

CHECK VERIFY
THE REVIEWS THE SOURCE
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