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MFKFA FATIGUE

(Multi-Factor authentication)

Convenience Ends,
Risk Begins.

An attempt was made
to log into your account
from a new device!

A tactic where attackers overwhelm .
users with repeated login approval i“;
requests, causing them eventually
approve a malicious login attempt..

Attackers get your password(from leaks, phishing, reuse).They continuously
trigger login requests, relying on user frustration or confusion resulting in
gaining unauthorized access to systems, leading to data breaches &
financial loss.

How to Mitigate MFA Fatigue Attacks?

If you did not make a login attempt, do
not approve any request

Monitor for login attempt alerts.

If you get a flood of MFA prompts, the
attacker already has your password,
change your password immediately

Be aware and updated about latest
Cyber threats

If suspicious, report the incident immediately to 1930 or www.cybercrime.gov.in
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