doiel db
Canara Bank

A Government of India Undertaking

Together We Can

REMOTE CONTROL AND

SURVEILLANGE (REMCOS) \
ONE CLICK. FULL CONTROL.

Remcos is a Remote Access Trojan (RAT) used by
cybercriminals to secretly take control of infected
computers.

It can steal your data, monitor your activity & open

the door to more attacks, including ransomware.

Phishing'em.c:ils & fake business Capture usernames and Unexpected system slowdowns &
communications passwords Security tools disabled

N Malicious attachments disguised as Gain persistent remote access to Unusual pop-ups or background
invoices, reports the system activity
Fake software updates and Install additional malware, Unknown programs launching
downloads including ransomware automatically
Links to compromised or Record keystrokes and Suspicious login alerts or account
fraudulent websites screenshots activity

HOW TO STAY SAFE

Be cautious of urgent requests
or messages creating pressure
to act quickly

Use strong passwords & multi-
factor authentication (MFA)

Never enable macros or Verify unexpected emails,
download files from untrusted attachments, and links before

sources opening them
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